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Where are human subjects in Big Data

Use Of EXIStIng (Blg) Data In Research research? The emerging ethics divide

Jacob Metcalf' and Kate Crawford?
% Xk

Origins of “Real World” Data Used for “Big Data” Research; Defining “Big Data”

Real world data are collected outside of a clinical trial, and often through the process of health care

delivery (e.g., electronic medical records, health insurance claims]). For purposes of this analysis, “big

data” refers to large, often aggregated real world data sets that are beyond the ability of commonly
available stand-alone personal computers and software to handle. “Big data studies” are not those

studies that are undertaken as primary data collection from or about individual persons, but rather are

studies that are undertaken on data that have already been (or are being, in a prospective manner)

collected from or about individual persons in the course of other organized research, clinical care, and

ordinary commercial and civic activities. “Big data studies” are distinguished from real world data

research using already-collected data (such as retrospective medical records research) by the massive
quantities of data aggregated and analyzed, the wide variety of data sources, locations (e.g., local

servers, network servers, the cloud) and|forms (e.g., numbers, addresses, images, text, emails, video,

genetic sequences) of those data, and the increased velocity of analysis, primarily through the use of

algorithmic electronic programs designed to identify unique features or patterns in aggregated data. lItis
also possible to theorize that “big data” studies combining myriad sources of information about identified

persons may pose a greater aggregate risk to privacy than studies using single sources of data, such as a
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set of individual medical records. January—june 2016: 1—14



Where are human subjects in Big Data

Use Of EXIStIng (Blg) Data In Research research? The emerging ethics divide

Jacob Metcalf' and Kate Crawford?
A subset of “big data research” uses ongoing and constantly replenished and revised data systems, with
analysis updated in real time as new information becomes available. In some instances these may be
ongoing “longitudinal” studies; may involve Bayesian designs for data collection and analysis; and can
involve “adaptive” study designs that change as new information becomes available and is added to the
data being analyzed. Increasingly in the social and behavioral research context, longitudinal data systems
link multiple ongoing data streams (e.g., student records, employment, social welfare services, health
records, police encounters, arrest records), and these study designs can, over time, create risks of re-
identification and misuse that are not present in studies using static data sets.

Current Situation regarding Big Data Study Use of De-ldentified or Anonymized Information

Much of the use of real world data does not involve “human subjects” because data used have been
stripped of identifiers (or for federally-funded research, because the research activity meets the
requirements of the OHRP human research “coded data” guidance[4]). Data may have been de-identified
or anonymized by various standards, such as those of the Common Rule, HIPAA, or EU member state
laws. If de-identification or anonymization eases the legal and ethical restraints on the acquisition,
processing and use of real world data for research, then a primary question becomes: what constitutes

de-identification or anonymization that is sufficient and appropriate to allow the researcher to bypass

consent and waiver of consent?[5] JE"E‘- D“aja‘ 502‘:;‘2’ ia
anuary—june = —
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Under 45 CFR 46.101, a human subject is defined as follows:

(f) Human subject means a living individual about whom an investigator (whether professional or
student) conducting research obtains

(1) Data through intervention or interaction with the individual, or

(2) ldentifiable private information.

Big Data & Society
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A new Common Rule? The implications
for data science

The research ethics challenges posed by data science are
unfolding just as the US Department of Health and
Human Services is proposing the first major revisions
to the Common Rule in over two decades. In
September 2015, the HHS released a Notice of
Proposed Rule Making (NPRM), which is essentially
a first draft of revisions that may eventually have the
force of law (Department of Health and Human
Services., 2015a, 2015b). Many of the areas which they
cover have substantial bearing on data-intensive
research techniques.® opening up a rare moment of
major regulatory change just as conversations about

data ethics are becoming prominent. Big Dara & Society
January—june 2016: 1—14
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The following are deemed to be Excluded
human-subjects research based on their
assumed minimal risk profile:

(iii) Surveys, observations of public behavior
or interviews that do not involve an

Yes | intervention

(iv) research involving collection or study
of existing data if a) the sources are publicly
available (including for purchase) or b) the

e o New Exclusion in HSR:
arewcasgoy| | ~ USE OF existing info
createq o the (de-identified),
- anonymous survey
- anonymous specimen S

(e)(1) Human subject means a living individual about whom an e i ve
investigator (whether professional or student) conducting research: : : _.J [
(i) Obtains data through intervention or interaction with the individual, and ‘. ]
uses, studies, or analyzes the data; . —

Are the proposed research
methods Excluded from the Common
Rule?

§__ .101(b)(2)

Proceed without
oversight

No

Is it human-subjects research?
§_.102

(i) Obtains, uses, studies, analyzes, or generates identifiable private . . ) .m:‘.‘,.?_‘:i
Yes information; or The major NeW InCIUS|On N HSR
\ (m) Obtains, uses, studies, or analyzes biospecimens. cl‘_lanlge_herefis _ B | 0S peCI mens as
. . - . ' . . inclusion of
(4) Private information includes information about behavior that occurs in " ; g e i
a context in which an individual can reasonably expect that no ?\'S;%?&TEELE: h uman su bJeCt = ...)

observation or recording is taking place, and information that has been
provided for specific purposes by an individual and that the individual can (
reasonably expect will not be shared or made public (e.g., a medical
record or clinically obtained biospecimen).

(5) Identifiable private information is private information that is individually
identifiable (i.e., the identity of the subject is or may readily be ascertained

] \m T

Figure I Desisn tree bor determumng whether data science revearch o covered by the Common Rule o humsn-subjeces rescarch

Proceed without ” : . ) . 5 . .
oversight by the investigator or associated with the information). Bi =4 Daca & Soci ey
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Many projects

that were once
exempt are now
excluded, and the
exempt category

Research will be Exempt if the following hold:

(d)(3)(i) Research invalving benign interventions to collect
written, oral or video data if the data is de-identified or
poses very low risk

{e)(1) Research without intervention involving tests,
interviews, surveys and observation of public behavior if
the data is de-identified*

is also larger

@)

© _
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wem - use of identified info

ouned from non research

—

given that it may be
used as research,

data not seen by
human
- etc.

purpose if prior notice

- social and behavioral

Yes

online tool

at a study is
be registered
not subject to
Finuing review
ttee or staff,

Common Rules

Is the research
Exempt?
§_.104

Most social,
behavioral and data
science would never

he reviewed or

overseen by a
human

Jacob Metcalf' and Kate Crawford?

Describe the
proposed study to an
online tool to be
published by HHS
(but is not yet
written)

The research likely
requires a full IRB panel
review with continuing
oversight

This online
tool replaces
administrative
review by IRB

Where are human subjects in Big Data
research? The emerging ethics divide
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Common Rules & (Big) Data Research

Computing Ethics
Big Data Analytics
and Revision of

the Common Rule

Reconsidering traditional research ethics
given the emergence of big data analytics.

N

Jacob Metcalf COMMUNICATIONS OF THE ACM

Excluded—A New Category
Complaints about inconsistent ap-
plication of the| exerpt category |have
prompted HHS to propose a new cat-
egory of excluuded that would automati-
cally receive no ethical review due to in-
herently “/fow risk” to human subjects
(s 101 (b)(2)). Of particular interest
is exclusion of:

» research involving the collection
or study of inforrmation that has been
or will be acquired solely for nmnon-re-
search activities, or

» vwas acquired for research studies
other than the proposed research study
when the sources are publicly available, ox

= the inforrnmation is recorded by the
investigator in such a manner that hu-
man subjects cannot be identified, di-
rectly or through identifiers linked to
the subjects, the investigator does not
contact the subjects, and the investiga-
tor will not re-identify subjects or oth-
erwise conduct an analysis that could
lead to creating individually identifiable
private information. (§__ . 101(b)(2)(ii))*

JULY 2016 | VOL.59 | NO.7
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These types of research in the con-
text of big data present different risk
profiles depending on the contents and
what is done with the dataset. Yet they
are excluded based on the assumption
that their statwus (public, private, pre-
existing, de-identified, and so forth)
is an adequate proxy for risk. The pro-
posal to create an excluded category
is driven by frustrations of social and
other scientists who use data already
in the public sphere or in the hands of
corporations to whom users turn over
mountains of useful data. Notably, so-
cial scientists have pushed to define
“public datasets” such that it includes
datasets that can be purchased.” The

power and peril of big data research is
that large datasets can theoretically be
correlated with other large datasets in
novel contexts to produce unforesee-
able insights. Algorithms might find

JULY 2016 | VOL.59 | NO.7
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For example, a recent study by
Hauge et al.” used geographic profil-
ing techniques and public datasets to
(allegedly) identify the pseudonymous
artist Banksy. The study underwent
ethics review, and was (likely) permit-
ted because it used public datasets,
despite its intense focus on the private
information of individual subjects.”
This discrepancy is made possible by
the anachronistic assumption that
any informational harm has already
been done by a public dataset. That the
NPRM explicitly cites this assumption
as a justification to a priori exclude in-
creasingly prominent big data research
methods is highly problematic.

JULY 2016 | VOL.59 | NO.7
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Beyond IRBs: Designing Ethical Review Processes for Big Data Research

Simson L. Garfinkel"
I R B an d Dat a ReS ear C h National Institute of Standards and Technology 2014

Many IRBs have struggled in their efforts to regulate data science research. That's not
surprising—IRBs were created to regulate research involving human beings, their specimens
and their data. Mapping the ethical framework created by the Belmont Report to the realities
of big data research and practice has been bumpy, given that work in Big Data does not follow
the traditional model of controlled scientific experiments on limited subject populations, and
that the large number of people involved in a typical project can make conventional notions of

informed consent unworkable.



Beyond IRBs: Designing Ethical Review Processes for Big Data Research

IRB and Data Research Simson L. Garfinkel"

National Institute of Standards and Technology 2014

Possible additional changes include:

* | Separate approvals for data set collection and analysis| Many organizations require
that clearly defined strategies for data analysis, archiving, and disposal be in place
before data are collected. Given the nature of big data research, it may make sense to
explicitly separate the approvals required for making a data set and performing research
on that set. An initial collection application would specify what data are to be collected,
suggest ways that the data could be analyzed without the need for additional approvals,
and clearly define when approval is required for additional analysis, much as is done for
some data repositories today. For example, the collection application might specify that
data with identifiers would be collected and de-identified data made available to
qualified researchers without additional paperwork. An analysis application could then
allow researchers access to the data containing identifiers.




IRB and Data Research

Beyond IRBs: Designing Ethical Review Processes for Big Data Research

Simson L. Garfinkel"
National Institute of Standards and Technology 2014

Allow for encryption as an alternative to data destruction.|Whereas today many IRBs

require that data be destroyed when no longer needed, the regulations could explicitly
allow for data to be encrypted with a key that would be kept by the IRB as an alternative
to destruction. The IRB could then release the key if a suitable new research application

were submitted and approved.

ISpecify data security standards.|Neither today’s Common Rule nor the NPRM specify
either explicit or functional standards for data security. Such public standards, such as
mandating offline data storage and processing, would help to clarify community

standards when working with highly sensitive data.

IDeveloping standards for data provenance and data sharing.

Today it is difficult to

track the different forms of consent that might or might not have been given for large
datasets of heterogeneous data. By developing such standards, the data science
community would make it easier to compose massive data sets and to understand what

can and cannot be done with them.



Beyond IRBs: Designing Ethical Review Processes for Big Data Research

IRB and Data Research Simson L. Garfinkel"

National Institute of Standards and Technology 2014

Developing standards for data provenance and data sharing. Today it is difficult to

track the different forms of consent that might or might not have been given for large
datasets of heterogeneous data. By developing such standards, the data science
community would make it easier to compose massive data sets and to understand what
can and cannot be done with them.

Requiring community notification as an alternative to individual consent.|Under the

NPRM, the US government will maintain a master, publicly available list of all the
consent statements used in drug trials. A similar kind of community notification might
be appropriate for big data as well, although instead of publishing consent forms, the
intended data collection and analysis methodology would be made publicly available.
Such community notification would be especially useful in situations where it is not
possible to get meaningful consent from individuals.



* |RB review process
e Waive category — anonymous / online survey?
 Allow use of the collected data to be analyzed for
other purposes, and not informing IRB? Same as
specimen?
 Data encryption vs. Data destruction (years?)
e “Data protection/security measures” in protocol
section?
e Other comments on “data science research” as “human
subject research” (discussion on “big data” issues later)
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